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Notes/instructions on completing this template
● Please complete all sections and all questions as far as possible
● Where a question or section is not applicable, please mark as N/A
● Where is overlap – or no change – to information previously submitted in company
statement of commitments, please simply enter “refer to self-statement”
● URLs or screenshots (with links) are particularly useful in illustrating individual points
● Please add any additional information/data relevant to the submission at the end of the
appropriate Principle

1. Name of the company on whose behalf this submission is made:
Twitter International Company

2. Country or primary markets where products/services are offered (in EU) to which this
submission applies In which European markets does your company operate
Twitter is a global company and operates in all EU Member States.

3. Product(s) or services included within the terms of this submission
Twitter and its features and tools.

4. Nature of activity
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☐ Manufacturers of desktop and laptop computers, mobile phones, tablets, TV set top
boxes and gaming consoles
☐ Network operators and connectivity providers
☐ Online content provider
V Online service provider
☐ Other (please specify): ......................................................................

5. Person(s) completing the report
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Principle 1 – Content
Commitments
Signatories should:
• Indicate clearly where a service they offer may include content considered not to be
appropriate for children and display prominently options which are available to control
access to the content. This could include, where appropriate for the service, tools to
manage access to certain content, advice to users or a recognised system of content
labelling.
• Display prominently and in an easily accessible location the Acceptable Use Policy, which
should be written in easily-understandable language.
• State clearly any relevant terms of service or community guidelines (i.e. how users are
expected to behave and what is not acceptable) with which user generated content must
comply.
• Ensure that reporting options are in the relevant areas of the service.
• Provide notice about the consequences for users if they post content which violates
terms of service or community guidelines.
• Continue work to provide innovative solutions able to support child safety protection
tools and solutions.

1. Do you provide a mechanism for consumers to provide feedback, report an issue or
file a complaint about the appropriateness of a piece of content?
V Yes
☐ No
☐ Not applicable (please explain): .............................................................

If yes, please provide details:
Users can
● Report potential violations of the Twitter Rules and Terms of Service following the
procedure explained here.
● Report abusive behaviour following the procedure explained here.
● Report sensitive media through the procedure explained here
● Adjust media settings regarding marking sensitive content here
● Adjust settings to control whether they see sensitive media in Tweets here
● Appeal an account suspension or locked account here
2. Do you offer a means for restricting / blocking access to potentially inappropriate
content for users of your service or product?
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V Yes
☐ No
☐ Not applicable (please explain): .............................................................

If yes, please provide details of mechanisms in place:
● Settings can be adjusted to control whether they see sensitive media in Tweets
here.
● Users can block accounts (procedure here).
● Users can mute words, phrases, usernames, emojis, and hashtags (procedure
here).
● Quality filter, when turned on, filters lower-quality content from your notifications,
for example, duplicate Tweets or content that appears to be automated — it does
not filter notifications from people you follow or accounts you’ve recently
interacted with. You have the option to turn this on or off in your notifications
settings. (Instructions listed below.) Further information here.
● Advanced filters allow you to disable notifications from certain types of accounts
you’d like to avoid. In addition, if your account receives a lot of sudden attention,
we may insert a notification in your Notifications tab inviting you to adjust these
filters to give you more control over what you see. (Learn more about these
settings below.) Further information here.
● Content age gating: We are beginning to restrict certain sensitive content from
people who are under 18 years old. Content is placed behind an interstitial, unless
a user has their date of birth set over 18. People without an age on Twitter and
logged-out viewers will need to provide their birth date before viewing. This is
part of our continued and iterative work to give people on Twitter more choice
and control over their experience, and to make the experience safer for everyone
● Sensitive Tweet Warnings experiment. The ability to mark individual Tweets as
sensitive content and for people to choose whether or not to view the Tweet.
● Safety Mode (which we're now testing on some accounts and will be globally
available soon) aims to automatically block accounts that appear to violate Twitter
Rules or might be using insults, name-calling, strong language, or hateful remarks.
It’s meant to proactively keep you safe from unwanted interactions. Accounts are
auto-blocked for seven days, but auto-block can be adjusted or undone at any
point. This is an optional and temporary safety control. We're always clear if a
block was made by Safety Mode or by you. More information here and here.
3. Do you provide any information, educational resources or advice for users in any of
the following areas?
(tick as many as apply)
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V Content classification or labeling guidelines
V How to block or restrict access to content
V How to report or flag content as inappropriate
V Safe searching
☐ Information about your company’s content policy in relation to children
☐ Not applicable (please explain): .............................................................

If yes, please provide details including the format of any material provided (video, text,
tips, games, FAQs, etc.):
● We give you control over what you see in your search results through safe search
mode (which is on automatically for the majority of users) These filters exclude
potentially sensitive content, along with accounts you have muted or blocked,
from your search results. You have the option to turn it off, or back on, at any time
● Explanations and guides from our Twitter’s website (e.g. links above)
● Resources developed in partnership with experts. Examples include:
○ “Teaching and learning with Twitter”, a 40-page resource developed in
partnership with UNESCO. Among other things it covers media and
information literacy, how to deal with cyberbullying, how to control one’s
digital footprint and one’s experience on Twitter. Available here.
○ On International Youth Day (12 August) we launched an online safety
checklist developed in partnership with the UN Youth Envoy and with the
participation of young activists through global consultations. The resource,
“Staying Safe with Twitter”, provides guidelines on digital safety and online
protection of young people and is divided into into three key areas:
● KNOW Your Rights
● CHECK Your Digital Footprint
● REPORT Violations of the Twitter Rules
The online safety checklist was launched with an on-platform conversation
between Twitter @NonProfits and @UNYouthEnvoy.
● Guidance and tips via text, GIFs, videos from our Twitter Owned and Operated
accounts, e.g. @TwitterSafety
● In partnership with local nonprofit organisations we introduced help prompts in
the areas of suicide prevention, eating disorders, domestic violence and CSE
prevention, etc.
● We regularly provide training sessions in different EU countries and in different
languages on how to stay safe on Twitter to nonprofits and young people.
● In February 2021 we held the first Twitter’s Youth Summit, with a focus on safety
and security on Twitter as well as media literacy. Around 40 young people
participated from 14 European countries.
● We support nonprofits organisations working in the area of Internet safety and
education with Ads for Good, i.e. pro bono advertising credit, and other pro bono
products.
● We participate in events organised by partners.
● More details outlined in the previous section.
4. Where is your company’s Acceptable Use Policy (AUP) located?
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https://twitter.com/en/tos
If you live in the European Union, EFTA States, or the United Kingdom, the Twitter User
Agreement comprises these Terms of Service, our Privacy Policy, the Twitter Rules and
Policies, and all incorporated policies.
If you live outside the European Union, EFTA States, or the United Kingdom, including if
you live in the United States, the Twitter User Agreement comprises these Terms of
Service, our Privacy Policy, the Twitter Rules and Policies, and all incorporated policies
https://help.twitter.com/en/rules-and-policies/twitter-rules

5. Does the AUP or separate give clear guidelines with which user generated content
must comply (including details about how users are expected to behave and what is not
acceptable)?
V Yes
☐ No
☐ Not applicable (please explain): .............................................................

If yes, please identify relevant policy:
The Twitter Rules are available here.
Twitter's purpose is to serve the public conversation. Violence, harassment and other
similar types of behavior discourage people from expressing themselves, and ultimately
diminish the value of global public conversation. Our rules are to ensure all people can
participate in the public conversation freely and safely.
Safety
Violence: You may not threaten violence against an individual or a group of people. We
also prohibit the glorification of violence. Learn more about our violent threat and
glorification of violence policies.
Terrorism/violent extremism: You may not threaten or promote terrorism or violent
extremism. Learn more here.
Child sexual exploitation: We have zero tolerance for child sexual exploitation on Twitter.
Learn more here.
Abuse/harassment: You may not engage in the targeted harassment of someone, or incite
other people to do so. This includes wishing or hoping that someone experiences physical
harm. Learn more here.
Hateful conduct: You may not promote violence against, threaten, or harass other people
on the basis of race, ethnicity, national origin, caste, sexual orientation, gender, gender
identity, religious affiliation, age, disability, or serious disease. Learn more here.
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Suicide or self-harm: You may not promote or encourage suicide or self-harm. Learn more
here.
Sensitive media, including graphic violence and adult content: You may not post media
that is excessively gory or share violent or adult content within live video or in profile or
header images. Media depicting sexual violence and/or assault is also not permitted.
Learn more here.
Illegal or certain regulated goods or services: You may not use our service for any
unlawful purpose or in furtherance of illegal activities. This includes selling, buying, or
facilitating transactions in illegal goods or services, as well as certain types of regulated
goods or services. Learn more.
Privacy
Private information: You may not publish or post other people's private information (such
as home phone number and address) without their express authorization and permission.
We also prohibit threatening to expose private information or incentivizing others to do
so. Learn more here.
Non-consensual nudity: You may not post or share intimate photos or videos of someone
that were produced or distributed without their consent. Learn more here.
Authenticity
Platform manipulation and spam: You may not use Twitter’s services in a manner
intended to artificially amplify or suppress information or engage in behavior that
manipulates or disrupts people’s experience on Twitter. Learn more here.
Civic Integrity: You may not use Twitter’s services for the purpose of manipulating or
interfering in elections or other civic processes. This includes posting or sharing content
that may suppress participation or mislead people about when, where, or how to
participate in a civic process. Learn more here.
Impersonation: You may not impersonate individuals, groups, or organizations in a
manner that is intended to or does mislead, confuse, or deceive others. Learn more here.
Synthetic and manipulated media: You may not deceptively share synthetic or
manipulated media that are likely to cause harm. In addition, we may label Tweets
containing synthetic and manipulated media to help people understand their authenticity
and to provide additional context. Learn more here.
Copyright and trademark: You may not violate others’ intellectual property rights,
including copyright and trademark. Learn more about our trademark policy and copyright
policy.
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Enforcement and Appeals
Here is our approach to enforcement, including potential consequences for violating
these rules or attempting to circumvent enforcement, as well as how to appeal.

Third-party advertising in video content
You may not submit, post, or display any video content on or through our services that
includes third-party advertising, such as pre-roll video ads or sponsorship graphics,
without our prior consent.
Note: we may need to change these rules from time to time in order to support our goal
of promoting a healthy public conversation. The most current version is always available
at https://twitter.com/rules.
Our policy development process
Creating a new policy or making a policy change requires in-depth research around trends
in online behavior, developing clear external language that sets expectations around
what’s allowed, and creating enforcement guidance for reviewers that can be scaled
across millions of Tweets.
While drafting policy language, we gather feedback from a variety of internal teams as
well as our Trust & Safety Council. This is vital to ensure we are considering global
perspectives around the changing nature of online speech, including how our rules are
applied and interpreted in different cultural and social contexts. Finally, we train our
global review teams, update the Twitter Rules, and start enforcing the new policy.

6. Do you provide notice about the consequences for users if they post content which
violates terms of service or community guidelines?
V Yes
☐ No
☐ Not applicable (please explain): .............................................................

If yes, please identify relevant policy:
Our enforcement philosophy
We empower people to understand different sides of an issue and encourage dissenting
opinions and viewpoints to be discussed openly. This approach allows many forms of
speech to exist on our platform and, in particular, promotes counterspeech: speech that
presents facts to correct misstatements or misperceptions, points out hypocrisy or
contradictions, warns of offline or online consequences, denounces hateful or dangerous
speech, or helps change minds and disarm.
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Thus, context matters. When determining whether to take enforcement action, we may
consider a number of factors, including (but not limited to) whether:
●
●
●
●
●

the behavior is directed at an individual, group, or protected category of people;
the report has been filed by the target of the abuse or a bystander;
the user has a history of violating our policies;
the severity of the violation;
the content may be a topic of legitimate public interest.

Is the behavior directed at an individual or group of people?
To strike a balance between allowing different opinions to be expressed on the platform,
and protecting our users, we enforce policies when someone reports abusive behavior
that targets a specific person or group of people. This targeting can happen in a number
of ways (for example, @mentions, tagging a photo, mentioning them by name, and
more).
Has the report been filed by the target of the potential abuse or a bystander?
Some Tweets may seem to be abusive when viewed in isolation, but may not be when
viewed in the context of a larger conversation or historical relationship between people
on the platform. For example, friendly banter between friends could appear offensive to
bystanders, and certain remarks that are acceptable in one culture or country may not be
acceptable in another. To help prevent our teams from making a mistake and removing
consensual interactions, in certain scenarios we require a report from the actual target (or
their authorized representative) prior to taking any enforcement action.
Does the user have a history of violating our policies?
We start from a position of assuming that people do not intend to violate our Rules.
Unless a violation is so egregious that we must immediately suspend an account, we first
try to educate people about our Rules and give them a chance to correct their behavior.
We show the violator the offending Tweet(s), explain which Rule was broken, and require
them to remove the content before they can Tweet again. If someone repeatedly violates
our Rules then our enforcement actions become stronger. This includes requiring violators
to remove the Tweet(s) and taking additional actions like verifying account ownership
and/or temporarily limiting their ability to Tweet for a set period of time. If someone
continues to violate Rules beyond that point then their account may be permanently
suspended.
What is the severity of the violation?
Certain types of behavior may pose serious safety and security risks and/or result in
physical, emotional, and financial hardship for the people involved. These egregious
violations of the Twitter Rules — such as posting violent threats, non-consensual intimate
media, or content that sexually exploits children — result in the immediate and
permanent suspension of an account. Other violations could lead to a range of different
steps, like requiring someone to remove the offending Tweet(s) and/or temporarily
limiting their ability to post new Tweet(s).
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Is the behavior newsworthy and in the legitimate public interest?
Twitter moves at the speed of public consciousness and people come to the service to
stay informed about what matters. Exposure to different viewpoints can help people learn
from one another, become more tolerant, and make decisions about the type of society
we want to live in.
To help ensure people have an opportunity to see every side of an issue, there may be the
rare occasion when we allow controversial content or behavior which may otherwise
violate our Rules to remain on our service because we believe there is a legitimate public
interest in its availability. Each situation is evaluated on a case by case basis and ultimately
decided upon by a cross-functional team.
Some of the factors that help inform our decision-making about content are the impact it
may have on the public, the source of the content, and the availability of alternative
coverage of an event.
Public impact of the content: A topic of legitimate public interest is different from a topic
in which the public may be curious. We will consider what the impact is to citizens if they
do not know about this content. If the Tweet does have the potential to impact the lives
of large numbers of people, the running of a country, and/or it speaks to an important
societal issue then we may allow the content to remain on the service. Likewise, if the
impact on the public is minimal we will most likely remove content in violation of our
policies.
Source of the content: Some people, groups, organizations and the content they post on
Twitter may be considered a topic of legitimate public interest by virtue of their being in
the public consciousness. This does not mean that their Tweets will always remain on the
service. Rather, we will consider if there is a legitimate public interest for a particular
Tweet to remain up so it can be openly discussed.
Availability of coverage: Everyday people play a crucial role in providing firsthand accounts
of what’s happening in the world, counterpoints to establishment views, and, in some
cases, exposing the abuse of power by someone in a position of authority. As a situation
unfolds, removing access to certain information could inadvertently hide context and/or
prevent people from seeing every side of the issue. Thus, before actioning a potentially
violating Tweet, we will take into account the role it plays in showing the larger story and
whether that content can be found elsewhere.
Our range of enforcement options
When we take enforcement actions, we may do so either on a specific piece of content
(e.g., an individual Tweet or Direct Message) or on an account. We may employ a
combination of these options. In some instances, this is because the behavior violates the
Twitter Rules. Other times, it may be in response to a valid and properly scoped request
from an authorized entity in a given country. Below are some of the enforcement actions
that we may take.
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Tweet-level enforcement
We take action at the Tweet level to ensure that we are not being overly harsh with an
otherwise healthy account that made a mistake and violated our rules. A few of the ways
in which we might take action at the Tweet level include:
Labeling a Tweet that may contain disputed or misleading information: Our current
misleading information policies cover: synthetic and manipulated media, COVID-19, and
civic integrity. If we determine a Tweet contains misleading or disputed information per
our policies that could lead to harm, we may add a label to the content to provide context
and additional information.
Limiting Tweet visibility: This makes content less visible on Twitter, either by making
Tweets ineligible for amplification in Top search results and on timelines for users who
don’t follow the Tweet author, by downranking Tweets in replies (except when the user
follows the Tweet author), and/or excluding Tweets and/or accounts in email or
in-product recommendations. Limiting Tweet visibility depends on a number of signals
about the nature of the interaction and the type of the content.
Requiring Tweet removal: When we determine that a Tweet violated the Twitter Rules,
we require the violator to remove it before they can Tweet again. We send an email
notification to the violator identifying the Tweet(s) in violation and which policies have
been violated. They will then need to go through the process of removing the violating
Tweet or appealing our review if they believe we made an error.
Hiding a violating Tweet while awaiting its removal: In the interim period between when
Twitter takes enforcement action and the person removes the Tweet, we hide that Tweet
from public view and will replace the original content with a notice stating that the Tweet
is no longer available because it violated our Rules. Additionally, this notice will be
available for 14 days after the Tweet is removed.
Where this notice is available:
● The details page of the Tweet in violation on Twitter for iOS and Android, and
twitter.com.
● The profile page of the account in violation on Twitter for iOS and Android, and
twitter.com.
Where this notice is not available:
● Areas outside of profiles and Tweet details pages, such as Home timeline,
notifications, and search of any Twitter client.
Notice of public interest exception: In rare cases, we may determine that it is in the public
interest for a Tweet that would otherwise be in violation of our rules to remain accessible
on our service. Learn more about the public interest exception.
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When we make such an exception, we’ll place the Tweet behind a notice explaining the
exception and giving you the option to view the Tweet if you wish.
When applying the notice, we’ll also take the following actions to reduce the Tweet’s
visibility on our service:
● We’ll turn off engagements like replies, Retweets, and likes. If you want to talk
about it, you can still Quote Tweet.
● We won’t show any engagement counts on the Tweet (e.g. number of likes,
replies), but any prior engagements can be undone (e.g. unliked, Retweets
undone).
● Any previous replies will not be viewable within the Tweet details.
Additionally, in order to minimize potential harm, Tweets that are placed behind the
notice will not be available in the following areas of Twitter:
● Tweets in the “Top Tweets” Home timeline
● Safe search
● Recommendations via push and Notifications tab
● Email and text recommendations
● Live event timeline
● Explore tab
Direct Message-level enforcement
Stopping conversations between a reported violator and the reporter’s account: In a
private Direct Message conversation, when a participant reports the other person, we will
stop the violator from sending messages to the person who reported them. The
conversation will also be removed from the reporter's inbox. However, if the reporter
decides to continue to send Direct Messages to the violator, the conversation will resume.
Placing a Direct Message behind a notice: In a group Direct Message conversation, the
violating Direct Message may be placed behind a notice to ensure no one else in the
group can see it again.
Account-level enforcement
We take action at the account level if we determine that a person has violated the Twitter
Rules in a particularly egregious way, or has repeatedly violated them even after receiving
notifications from us.
Requiring media or profile edits: If an account’s profile or media content is not compliant
with our policies, we may make it temporarily unavailable and require that the violator
edit the media or information in their profile to come into compliance. We also explain
which policy their profile or media content has violated.
Placing an account in read-only mode: If it seems like an otherwise healthy account is in
the middle of an abusive episode, we might temporarily make their account read-only,
limiting their ability to Tweet, Retweet, or Like content until calmer heads prevail. The
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person can read their timelines and will only be able to send Direct Messages to their
followers.
When an account is in read-only mode, others will still be able to see and engage with the
account. The duration of this enforcement action can range from 12 hours to 7 days,
depending on the nature of the violation.
Verifying account ownership: To ensure that violators do not abuse the anonymity we
offer and harass others on the platform, we may require the account owner to verify
ownership with a phone number or email address. This also helps us identify violators
who are operating multiple accounts for abusive purposes and take action on such
accounts. Note that when an account has been locked pending completion of a challenge
(such as being required to provide a phone number), it is removed from follower counts,
Retweets, and likes until it provides a phone number.
Permanent suspension: This is our most severe enforcement action. Permanently
suspending an account will remove it from global view, and the violator will not be
allowed to create new accounts. When we permanently suspend an account, we notify
people that they have been suspended for abuse violations, and explain which policy or
policies they have violated and which content was in violation.
Violators can appeal permanent suspensions if they believe we made an error. They can
do this through the platform interface or by filing a report. Upon appeal, if we find that a
suspension is valid, we respond to the appeal with information on the policy that the
account has violated.
Actions we may take against non-violating content
Placing a Tweet behind a notice: We may place some forms of sensitive media like adult
content or graphic violence behind an interstitial advising viewers to be aware that they
will see sensitive media if they click through. This allows us to identify potentially sensitive
content that some people may not wish to see. Learn more about how to control whether
you see sensitive media.
Withholding a Tweet or account in a country: We may withhold access to certain content
in a particular country if we receive a valid and properly scoped request from an
authorized entity in that country. We also clearly indicate within the product when
content has been withheld. Read more about country withheld content.
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Principle 2 – Parental Controls
Commitments
Signatories should assist parents to limit their children’s exposure to potentially inappropriate
content and contact.
● Manufacturers should optimise hardware design to provide products which simply and
clearly help parents to set appropriate levels of control on devices.
● Network providers should provide necessary tools and settings across their services to
enable parents to set appropriate levels of control.
● Service and content providers should make available the necessary tools and settings
across their services to enable parents to set appropriate levels of control

1. Please outline the availability of any parental control tools and settings across your
product or service that allows parents to set appropriate levels of control? Include
relevant links/ screenshots where available:
● Twitter’s services are not intended for children, and Twitter requires that a person
must be at least 13 years old (globally) and up to 16 years old in various EU
Member States to create an account. Some European countries may also require
account holders to have parental consent to have a Twitter account.
● All users must provide an age when creating an account. If a user inputs an age of
less than 13, or other age required in their country, at sign-up, they may not create
an account.
● If a user adds or changes a date of birth in their profile that is under 13 years of
age, or the required age in their country, the account will be locked. If this was
done mistakenly, the user will need to go through an identity verification process
to reinstate the account.
● An underage user on Twitter can be reported using this form. Our operations team
will investigate reports and require age verification to continue using Twitter.

15
Implementation of the ICT Principles

ICT Coalition for Children Online

● We give you control over what you see in your search results through safe search
mode (which is on automatically for the majority of users) These filters exclude
potentially sensitive content, along with accounts you have muted or blocked,
from your search results. You have the option to turn it off, or back on, at any time.
2. . If applicable, please describe the features offered by the parental controls? E.g.
restricting web access, customization, monitoring, other restrictions…..
Refer to measures outlined in previous sections.

3. In relation to parental controls, which of the following educational and information
resources to do you offer?
(tick as many as apply)
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☐ Company policy in relation to use of parental controls
☐ Guidance about how to use parental controls
☐ Educational or awareness-raising resources about the use of parental controls
☐ A promotional or marketing channel for the uptake of parental controls
☐ External links to educational material/resources about the use of parental control
We provide broader resources on online safety as referenced in above sections.
[Please provide details including links or screenshots as relevant]
4. Please outline any additional safety tools or solutions not detailed above that relate
to parental controls, including any planned implementation of new features or
procedures?

17
Implementation of the ICT Principles

ICT Coalition for Children Online

Principle 3 – Dealing with abuse/misuse
Requirements
Signatories should:
● Provide a clear and simple process whereby users can report content or behaviour
which breaches the service’s terms and conditions.
● Implement appropriate procedures for reviewing user reports about images, videos,
text and other content or behaviour.
● Provide clear information to users on all available report and review procedures.
● Place and review regularly links to these reporting options in appropriate areas of the
service (e.g. where users view user-generated content or interact with other users)
and provide guidance on what to report.
● Place links to relevant child welfare organisations or specialist providers of advice
(e.g. about anorexia or bullying) and other confidential helplines/support services in
appropriate areas.
● Ensure that moderators who review user reports are properly trained to determine
or escalate content or behaviour presented to them

Top of Form
1. Please provide details of company policy relating to abuse and misuse (involving
images, videos, text and other content or behaviour) on your product or service.
Twitter's purpose is to serve the public conversation. Violence, harassment and other
similar types of behavior discourage people from expressing themselves, and ultimately
diminish the value of global public conversation. Our rules are to ensure all people can
participate in the public conversation freely and safely.
Safety
Violence: You may not threaten violence against an individual or a group of people. We
also prohibit the glorification of violence. Learn more about our violent threat and
glorification of violence policies.
Terrorism/violent extremism: You may not threaten or promote terrorism or violent
extremism. Learn more here.
Child sexual exploitation: We have zero tolerance for child sexual exploitation on Twitter.
Learn more here.
Abuse/harassment: You may not engage in the targeted harassment of someone, or incite
other people to do so. This includes wishing or hoping that someone experiences physical
harm. Learn more here.
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Hateful conduct: You may not promote violence against, threaten, or harass other people
on the basis of race, ethnicity, national origin, caste, sexual orientation, gender, gender
identity, religious affiliation, age, disability, or serious disease. Learn more here.
Suicide or self-harm: You may not promote or encourage suicide or self-harm. Learn more
here.
Sensitive media, including graphic violence and adult content: You may not post media
that is excessively gory or share violent or adult content within live video or in profile or
header images. Media depicting sexual violence and/or assault is also not permitted.
Learn more here.
Illegal or certain regulated goods or services: You may not use our service for any
unlawful purpose or in furtherance of illegal activities. This includes selling, buying, or
facilitating transactions in illegal goods or services, as well as certain types of regulated
goods or services. Learn more.
Privacy
Private information: You may not publish or post other people's private information (such
as home phone number and address) without their express authorization and permission.
We also prohibit threatening to expose private information or incentivizing others to do
so. Learn more here.
Non-consensual nudity: You may not post or share intimate photos or videos of someone
that were produced or distributed without their consent. Learn more here.
Authenticity
Platform manipulation and spam: You may not use Twitter’s services in a manner
intended to artificially amplify or suppress information or engage in behavior that
manipulates or disrupts people’s experience on Twitter. Learn more here.
Civic Integrity: You may not use Twitter’s services for the purpose of manipulating or
interfering in elections or other civic processes. This includes posting or sharing content
that may suppress participation or mislead people about when, where, or how to
participate in a civic process. Learn more here.
Impersonation: You may not impersonate individuals, groups, or organizations in a
manner that is intended to or does mislead, confuse, or deceive others. Learn more here.
Synthetic and manipulated media: You may not deceptively share synthetic or
manipulated media that are likely to cause harm. In addition, we may label Tweets
containing synthetic and manipulated media to help people understand their authenticity
and to provide additional context. Learn more here.
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Copyright and trademark: You may not violate others’ intellectual property rights,
including copyright and trademark. Learn more about our trademark policy and copyright
policy.
2. Please describe the process or mechanism available for users to report abuse/misuse
(involving images, videos, text and other content or behaviour) on your product or
service).
How to file a report that a Tweet or an account is abusive (video here)
Anyone can report abusive behavior directly from a Tweet, profile, or Direct Message.
To report a Tweet:
1. Navigate to the Tweet you’d like to report on twitter.com or from the Twitter for
iOS or Android app.
2. Click or tap the icon.
3. Select Report.
4. Select It’s abusive or harmful.
5. Next, we’ll ask you to provide more information about the issue you’re reporting.
We may also ask you to select additional Tweets from the account you’re reporting
so we have better context to evaluate your report.
6. We will include the text of the Tweets you reported in our follow-up emails and
notifications to you. To opt-out of receiving this information, please uncheck the
box next to Updates about this report can show these Tweets.
7. Once you’ve submitted your report, we’ll provide recommendations for additional
actions you can take to improve your Twitter experience.
To report an account:
1. Go to the account profile and click or tap the overflow icon
2. Select Report.
3. Select They’re being abusive or harmful.
4. Next, we’ll ask you to provide additional information about the issue you’re
reporting. We may also ask you to select Tweets from that account so we have
better context to evaluate your report.
5. We will include the text of the Tweets you reported in our follow-up emails and
notifications to you. To opt-out of receiving this information, please uncheck the
box next to Updates about this report can show these Tweets.
6. Once you’ve submitted your report, we’ll provide recommendations for additional
actions you can take to improve your Twitter experience.
Note: You can report an account that you have blocked or that has blocked you. Go to that
account’s profile and click or tap the overflow icon and then select Report.
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3. Where is the reporting button/ mechanism located?
(tick any that apply)
V On each page of the website/service
V Close to the point where such content might be reported
V In a separate location such as a safety page
☐ In a browser extension
☐ In a separate app for a connected device
☐ Other (please specify): .......................................................

4. Who may use such a reporting mechanism?
(tick any that apply)
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☐ Only registered user/profile in which content is located
V All registered users of the product/service?
V Everyone including non-users, e.g. parents/teachers who are not registered for the
service
☐ Other (please explain): .......................................................

5. Which of the following kinds of content can users report?
Users can report content that
● is suspicious or spam (e.g. content that includes a link to a potentially harmful,
malicious pr phishing site, fake accounts, accounts that use the reply function to
spam, etc.)
● is harmful or abusive (e.g content that includes private information, targeted
harassment, directs hate against a protected category such as race, religion,
gender, orientation and disability, threatens violence, encourages suicide or
self-harm.
● expresses intention of self-harm or suicide.
Users can also report child sexual exploitation issues, impersonation, copyright or
trademark violations.
6. Which of the following information do you provide to users?
(tick any that apply)
V Advice about what to report
V Advice about how to make a report
V Pre-defined categories for making a report
V How reports are typically handled
V Feedback to users
V Other website/external agency for reporting abuse/ misuse content?
☐ Other (please specify): ..............................................

7. Please provide details of any other means, in addition to a reporting button/icon, to
report content or behavior which breaches your service’s terms and conditions
People can report from Twitter’s help centre (here):
● private information being posted
● harassment
● accounts that direct hate against a protected category
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8. Please outline briefly any other procedures or programmes offered by your service
not detailed above that relate to abuse /misuse,
Prompts that encourage people to reconsider a potentially harmful or offensive reply
In 2020, we tested prompts that encouraged people to pause and reconsider a potentially
harmful or offensive reply before they hit send.
Based on feedback and learnings from those tests, we’ve made improvements to the
systems that decide when and how these reminders are sent. As of 5 May 2021, we’re
rolling these improved prompts out across iOS and Android, starting with accounts that
have enabled English-language settings.
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Through the tests conducted we learnt that:
● If prompted, 34% of people revised their initial reply or decided to not send their
reply at all.
● After being prompted once, people composed, on average, 11% fewer offensive
replies in the future.
● If prompted, people were less likely to receive offensive and harmful replies back.
Since the early tests, here’s what we’ve incorporated into the systems that decide when
and how to send these reminders:
● Consideration of the nature of the relationship between the author and replier,
including how often they interact. For example, if two accounts follow and reply to
each other often, there’s a higher likelihood that they have a better understanding
of preferred tone of communication.
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● Adjustments to our technology to better account for situations in which language
may be reclaimed by underrepresented communities and used in non-harmful
ways.
● Improvement to our technology to more accurately detect strong language,
including profanity.
● Created an easier way for people to let us know if they found the prompt helpful
or relevant.
We’ll continue to explore how prompts — such as reply prompts and article prompts —
and other forms of intervention can encourage healthier conversations on Twitter. Our
teams will also collect feedback from people on Twitter who have received reply prompts
as we expand this feature to other languages. Stay tuned for more updates as we
continue to learn and make new improvements to encourage more meaningful
conversations on Twitter.
Further information can be found here.

Twitter’s Trust and Safety Council
In 2016, we established the Twitter Trust and Safety Council, which brings together more
than 40 experts and organizations to help advise us as we develop our products, programs
and the Twitter Rules. We’ve been discussing internally and with the current members
how we can make sure the Council best serves the people who use Twitter, and heard
feedback that we needed to broaden membership to include a more diverse range of
voices and organize members to have deeper conversations.
Going forward, the Council will be made up of several groups, each focused on advising us
on important issues that contribute to real-world harm. These are difficult areas to
discuss, so it’s even more important to ensure these topics have dedicated time and are
understood as unique challenges in their own right. In 2020, we will initially set up groups
focused on:
● Safety and online harassment
● Human and digital rights
● Child sexual exploitation
● Suicide prevention and mental health
These four groups cover topics that are critical to ensuring people feel safe, and will be a
crucial part in helping us learn how we can move faster to address emerging trends and
risks. Focusing on these issues will help us more quickly adapt and address new trends
and risks to consider. By bringing together a wider and more diverse range of
perspectives, we hope to engage in more substantial discussion of these issues.
We’ll also set up temporary working groups on other topics that will be better addressed
in conversation with organisations that have related expertise, including those who may
not already be members of the Council. One such group will work on the issues we face as
we broaden our interpretation of dehumanization.
We’ll share more on how we’ll expand the Council to include experts from more countries
and perspectives not yet represented as well as other ways we’ll gather feedback from
people, including details of which groups will be participating in the working groups. We
are currently talking to existing members and potential new members about this.
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A lot of what we currently do, such as ongoing meetings with NGOs, activists and other
organizations is always part of our process, but we haven’t done enough to share that
externally. The feedback and advice we receive from them makes Twitter better and safer.
Expect us to communicate more of our thinking moving forward.
We’re grateful for the continued support and engagement from our partners around the
world and look forward to collaborating with even more groups in the future.

Proactive enforcement and reactive enforcement
According to our latest Twitter Transparency Report, from January 1, 2021 through June
30, 2021, Twitter removed 4.7M Tweets that violated the Twitter Rules. Of the Tweets
removed, 68% received fewer than 100 impressions prior to removal, with an additional
24% receiving between 100 and 1,000 impressions. Only 8% of removed Tweets had more
than 1,000 impressions. In total, impressions on violative Tweets accounted for less than
0.1% of all impressions for all Tweets during that time period.
Compared to the last reporting period, there has been a +36 increase in accounts
actioned, a +26% in accounts suspended, and a +32% in content removed.
We have a global team that manages enforcement of the Twitter Rules with 24/7
coverage in every supported language on Twitter. Our goal is to apply the Twitter Rules
objectively and consistently. Enforcement actions are taken on content that is determined
to violate the Twitter Rules.
Under our Abusive Behaviour policy, we prohibit content that harasses or intimidates, or
is otherwise intended to shame or degrade others. We took action on 1,043,525 pieces of
content during the reporting period January-June 2021.
More on Twitter’s approach to abusive behaviour here.
Bottom of Form

Principle 4 – Child Sexual abuse content or illegal contact
Requirements
Signatories should:
● Co-operate with law enforcement authorities, as provided for in local law, regarding
child sexual abuse content or unlawful contact.
● Facilitate the notification of suspected child sexual abuse content to the appropriate
law enforcement channels, in accordance with existing laws and data protection
rules.
● Ensure the prompt removal of illegal child sexual abuse content (once it has been
confirmed as illegal by the relevant public authority) in liaison with national law
enforcement.
● Provide relevant additional information and/or links to users so they can make a
report or obtain information about appropriate agencies or organisations that users
can contact about making a report or obtaining expert advice, at national and EU
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level (e.g. law enforcement agencies, national INHOPE hotlines and emergency
services).

1. Which of the following mechanisms are provided on your product or service to
facilitate the notification or reporting of suspected child abuse content?
(tick any that apply)
☐ Company-own hotline reporting button or telephone number
☐ Link or button for external national or regional INHOPE hotline
https://transparency.twitter.com/en/reports/rules-enforcement.html#2021-jan-jun☐
Emergency services
☐ Law enforcement agency
V Other external agency (please specify):
Our #ThereIsHelp prompt for CSE is designed to help users when looking up terms
associated with various manifestations of child sexual exploitation and provide them with
information about our zero tolerance policy encouraging users to report such content.
The prompt is also intended to connect users to local partners that offer intervention and
prevention programs in the national languages.
This feature is currently available in 6 countries worldwide (Germany, India, Indonesia,
Philippines, Taiwan and Thailand) and in 7 languages. We are working with partners to
expand this prompt to additional EU countries.
In Germany, the prompt was rolled out in October 2020 in partnership with the
organisation Kein Täter werden ("Don't become a perpetrator"), which offers treatment
free of charge at all locations and protected by confidentiality for people who are sexually
attracted to children and therefore seek therapeutic help in dealing with their sexual
preference. The prevention network provides answers to a very sensitive and difficult
topic and took part in a Twitter chat in collaboration with Jugendschutz.net, one of our
members of the Trust & Safety Council.
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In November 2021 on the European Day on the Protection of Children against Sexual Exploitation
and Sexual Abuse, we also introduced a victim-centered #ThereIsHelp prompt on Child Sexual
Abuse in Germany. We cooperated with the Independent Commissioner for Child Sexual

Abuse Issues (UBSKM) to offer help and support to people affected by CSE or knowing
somebody who is or was.

2. Please outline briefly the procedures to be followed if illegal content were to be
discovered on your service.
Child sexual abuse content
Twitter has zero tolerance towards any material that features or promotes child sexual
exploitation (CSE), one of the most serious violations of the Twitter Rules. This may
include media, text, illustrated, or computer-generated images. Regardless of the intent,
viewing, sharing, or linking to child sexual exploitation material contributes to the
re-victimisation of the depicted children. This also applies to content that may further
contribute to victimisation of children through the promotion or glorification of child
sexual exploitation. For the purposes of this policy, a minor is any person under the age of
18.
It is in violation of our policy any content that depicts or promotes child sexual
exploitation including, but not limited to:
● visual depictions of a child engaging in sexually explicit or sexually suggestive acts;
● illustrated, computer-generated or other forms of realistic depictions of a human
child in a sexually explicit context, or engaging in sexually explicit acts;
● sexualised commentaries about or directed at a known or unknown minor; and
● links to third-party sites that host child sexual exploitation material.
We have always used a combination of machine learning and human review — our
systems are able to surface content to human moderators who use important context to
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make decisions about potential rule violations. This work is led by an international,
cross-functional team with 24-hour coverage and the ability to cover multiple languages.
We also have an appeal process for any potential errors that could occur.
According to our Twitter Transparency Report, between January and June 2021 we
suspended 453,754 unique accounts during this reporting period for violating Twitter
policies prohibiting child sexual exploitation with 89% of them identified proactively by
employing internal proprietary tools and industry hash sharing initiatives. These tools and
initiatives support our efforts in surfacing potentially violative content for further review
and, if appropriate, removal.
When we are made aware of CSE media, including links to images of or content promoting
child exploitation, the material will be removed from the site without further notice and
immediately reported to The National Center for Missing & Exploited Children ("NCMEC").
The latter makes reports available to the appropriate law enforcement agencies around
the world to facilitate investigations and prosecutions. NCMEC has strong relationships
with law enforcement authorities and NGOs worldwide as well as with the INHOPE
network.
People can report content that appears to violate the Twitter CSE Policy via our web form
or through in-app reporting.
For further information see Twitter Transparency Center.
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Illegal content
Law enforcement and government representatives can report potentially illegal content
(e.g. Tweets, Twitter accounts and media hosted by Twitter) via this form.
For all non-government requests, people can refer to the Report Abuse or Policy
Violations page.
See previous sections for further information.
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3. Do you provide links to any of the following to enable users gain additional
information in relation to child sexual abuse content or illegal contact?
(tick any that apply)
V Links to relevant child welfare organizations/specialist providers of advice
V Other confidential helplines/support services
☐ Law enforcement agencies
V INHOPE
V Other (please specify)

Under our CSE policy we provide additional resources and the following indications:
“If you’ve found content elsewhere on the internet that is distributing or promoting child
sexual exploitation, you should file a report with NCMEC, or with your local law
enforcement. If you believe the content is hosted on a website outside of the United
States, you can report it on the International Association of Internet Hotlines website.
We partner with multiple organisations whose work is dedicated to fighting child sexual
exploitation around the world. Please see the full list of our child protection partners.”

In addition, Twitter provides links to the websites and Twitter handles of the members of
the Trust and Safety Council, which is a group of independent expert organizations from
around the world in various areas including Online Safety and Harassment and Child
Sexual Exploitation. The list is available here.
4. Please outline briefly any additional procedure in place within your company not
detailed above to ensure that you comply with local and/ or international laws with
regard to child sexual abuse and other illegal content?
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Principle 5 – Privacy and Control
Requirements
Signatories should:
● Manage privacy settings appropriate for children and young people in ways that
ensure they are as safe as is reasonably possible.
● Offer a range of privacy setting options that encourage parents, children and young
people to make informed decisions about their use of the service and the
information they post and share with others online. These options should be easy to
understand, prominently placed, user friendly and accessible.
● Take steps, where appropriate and in accordance with legal obligations, to raise user
awareness of different privacy controls enabled by services or devices and enable
users to use these as appropriate.
● Make reasonable efforts to raise awareness among all parties, service, content,
technology and application providers, including public bodies, of industry good
practice in relation to the protection of children and young people online

1. Please provide details of your company’s published privacy policy in relation to
access, collection, sharing and further use of data from minors under the age of 18
when utilizing your product or service?
Twitter’s Privacy policy can be consulted here: https://twitter.com/en/privacy
Twitter’s Privacy centre can be consulted here: https://privacy.twitter.com/en
Twitter’s terms of service can be consulted here: https://twitter.com/en/tos
Additional information about data processing can be found here:
https://help.twitter.com/en/rules-and-policies/data-processing-legal-bases
The privacy help centre can be found here:
https://help.twitter.com/en/safety-and-security#ads-and-data-privacy
Information about profile visibility settings can be found here:
https://help.twitter.com/en/safety-and-security/birthday-visibility-settings

2. Are distinct privacy settings deployed to prevent access to information on for users
under the age of 18?

32
Implementation of the ICT Principles

ICT Coalition for Children Online

V Yes
☐ No
☐ Not applicable (please explain): ......................................................
If yes, please briefly outline available age-appropriate privacy settings (Provide details
including relevant links/ screenshots on your website)
Only you: Only you can view this information on your profile
If you’re under 18, your visibility setting for birth year will be set to Only you. After you
turn 18, you can edit your visibility setting to select another visibility option.
As per our privacy policy, our services are not directed to children, and you may not use
our services if you are under the age of 13 (globally) and up to 16 (various Member States
in the EU). You must also be old enough to consent to the processing of your personal
data in your country (in some countries we may allow your parent or guardian to do so on
your behalf).

Please identify default settings for each age category of under 18s, as relevant:
See paragraph above.

Please identify any steps you have taken to ensure that these settings are easy to
understand, prominently placed, user friendly and accessible.
● Enabling users to always know what data we collect from them and how we use it
and allow them to have meaningful control over both; empowering users to make
the best decisions about the information that they share with Twitter is the
purpose of our Privacy Policy.
● We provide 5 takeaways from our Privacy Policy here.
● In order to help people better understand their privacy controls and manage their
privacy experience on Twitter, we provide a series of short videos that can be
found here. These include info on DMs, ads preferences, timeline, etc. We even
made step-by-step demos so users can learn how to change things up.
● We created resources in multiple languages covering privacy, such as this one.

3. Where are users able to view and change or update their privacy status?
tick any that apply)

33
Implementation of the ICT Principles

ICT Coalition for Children Online

☐ On each page of the website/service
V At each point where content may be posted (where content is posted, users can modify
who can reply).
V In separate location such as a settings/safety/privacy page
☐ In a browser extension
☐ In a separate app for a connected device
☐ Other (please specify): .........................................................

[Please provide details including links or screenshots as relevant]
See links above
Help Centre

Resources to manage one’s privacy experience on Twitter
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4. Which of the following information, resources or help features (if any) are provided to
encourage users to make informed decisions about their privacy or the information they
share?
☐ Tips/advice to users at the point of setting privacy options
V FAQs
V Help or educational resources in a separate location of service
☐ Links to any external NGO agencies offering education or awareness-raising related to
privacy
V Links to governmental or EC agencies (Office of Data Protection Commissioner, ENISA
etc.) in relation to privacy and data protection
☐ Other (please specify): ......................................................
[Please provide details including links or screenshots as relevant]
Twitter GDPR Hub: https://gdpr.twitter.com/
Privacy hub answers many FAQs: https://twitter.com/en/privacy
See above.

5. Please outline briefly any additional policies or activities (existing or proposed), not
detailed above, to ensure that personal information is protected, using reasonable
safeguards appropriate to the sensitivity of the information.
Privacy section (presenting enforcement data) included in Twitter Transparency Report.
Private information and media policy here.
Non-consensual nudity policy here.
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Principle 6 – Education and Awareness
Requirements
Signatories should:
● Educate children and young people and give them up to date information to manage
their access and settings in relation to content, services and applications, adding
support where possible to existing initiatives and partnerships.
● Provide advice about features of the service or functionality that are available to
allow parents to improve the protection of children, such as tools to prevent access
to certain types of content or service.
● Provide links to other sources of relevant, independent and authoritative advice for
parents and carers, teachers, and for children.
● Provide access to information that will help educate parents, carers, teachers and
children about media literacy and ethical digital citizenship, and help them think
critically about the content consumed and created on the internet.
● Encourage parents and teachers to use this information and talk to their
children/pupils about the issues arising from the use of online services, including
such topics as bullying, grooming and, where relevant, cost management

1. Does your company provide its own educational resources aimed at any of the
following groups?
☐ Younger children, i.e. under 13s
V Teenagers <18s
V Parents and carers
VTeachers and other adults
☐ Others (please specify): ................................................

2. Which of the following topics are included within your own company educational
materials?
(tick any that apply)
V Online safe behaviour
V Privacy issues
V Cyberbullying
☐ Download and copyright issues
V Safe use of mobile phones
V Contact with strangers
V Other topics (please specify) Control’s one digital footprint, digital safety, safety on
Twitter, media and information literacy,
3. With reference to any educational material you provide, which of the following
methods do you use?
(tick any as apply)
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☐ Documentation provided with product/contract on purchase/first registration
☐ A required presentation by salesperson completing sale
☐ Displays/leaflets positioned prominently in stores
☐ Notification by email / on-screen statement / other means when product or contract is
purchased or first registered
☐ Prominent notifications, resources or pop ups on website
☐ Helpdesk (telephone or online)
V Other (please specify): Trainings, online safety playbook, written guidance on digital
safety and online protection of young people (also produced in partnership with experts),
videos and other assets, online safety content posted from our Twitter Owned and
Operated accounts, notably @TwitterSafety.

4. Please provide details of any links to other external organisations, or relevant,
independent and authoritative advice for parents/carers, teachers, and for children?
We seek to elevate sources of reliable information, making sure that we are helping
people find accurate, authoritative, information when they come to the platform for it,
e.g. through dedicated prompts in a range of different issues. We have done this by
building partnerships with governments and non-profit organisations in crucial areas, such
as COVID-19 (including disinformation related to 5G), vaccines, suicide prevention,
gender-based and domestic violence, child sexual expoitation and, eating disorders.

For example, in the case of suicide prevention, when someone searches for terms
associated with suicide, depression or self-harm, the top search result is a message
encouraging them to reach out for help. This valuable notification also provides the
contact details, including the helpline, of the partner organisation in the country where
the search is carried out. The same mechanism applies to the other areas mentioned
above.
These are done in partnership with governmental and nongovernmental organisations
worldwide.
We currently have 290 prompts active in 37 markets and 31 languages and covering 17
issue areas. Some examples below:
Suicide prevention domestic
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Gender-based violence

Eating disorders

We made a Twitter Lists with mental health organisations that offer resources to help those in
need.
We provide the links to the websites of the members of Twitter Trust and Safety Council’s advisory
groups, as can be seen here.

5. Please provide details of any campaigns, or active involvement in industry
partnerships on specific topics to raise public awareness of digital safety for children
and young people?
Participation in the European Commission-led Alliance to better protect minors.
Participation in ICT Coalition and ICT Coalition forum.
We are a member of the Tech Coalition.
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6. Please provide details of any partnerships with NGO, civil society or other educational
agencies or campaigns to raise public awareness of digital safety for children and young
people.
● We support online safety organisations and organisations promoting media
literacy worldwide with Ads for Good grants, i.e. pro-bono advertising credit
throughout the year.
● We run global campaign around Safer Internet Day, Stop Cyberbullying Day, Global
Media and Information Literacy Week and other key cause awareness days in
partnership with international organisations (i.e. UNESCO) and local partners
around the world.
● Every year we participate in the Safer Internet Day with partners and activities
worldwide. Last blog post here.
● We produced relevant resources on these topics in partnerships with organisations
such as UNESCO and the UN Youth Envoy.
● We hosted a Twitter Space event on media literacy with UNESCO and EAVI which
had 1,529 Unique Listeners.
● Media literacy resource produced in partnership with UNESCO.
● Guidance on digital safety and online protection of young people produced in
partnership with the UN Youth Envoy and Young activists.

7. Please outline briefly any of your own company initiatives in media literacy and
ethical digital citizenship, designed to help children and young people to think critically
about the content consumed and created on the internet.
Youth Summit
Last year we held Twitter’s first ever Youth Summit. held Twitter’s first ever Youth Summit.
The event gave approximately 40 young people from 14 European countries (Austria,
Belgium, Cyprus, Czech Republic, France, Germany, Iceland, Ireland, Latvia, Lithuania,
Luxembourg and Portugal) the opportunity to exchange ideas and thoughts around media
literacy and digital citizenship as well as to discuss issues related to mental health,
cyberbullying, equality and sustainability with Twitter and with fellow peers. Safety and
security was also discussed in-depth.
BIK Youth Pledge
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In the framework of the BIK Youth Pledge, in 2020 we held a series of meetings with a
group of Better Internet for Kids Ambassadors from different countries with a focus on
media literacy and digital citizenship.
Have you read it prompt
Recently, we introduced a prompt, whereby when people are about to Retweet an article
that they haven't opened on Twitter, they are asked whether they would like to open it
before sharing it.
This tool has proved effective in prompting more reading and more informed Tweeting:
● people open articles 40% more often after seeing the prompt,
● people opening articles before Retweeting has increased by 33%.

Labels and warnings
In 2019, we consulted with the public on our approach around misleading information
and the public response has guided our work since. The public told us that:
1) Twitter shouldn’t determine the truthfulness of Tweets
2) Twitter should provide context to help people make up their own minds in cases where
the substance of a Tweet is disputed.
Hence, our focus is on providing context, not fact-checking. This is the exact approach
we’ve implemented on Tweets about COVID-19, synthetic and manipulated media, and
the 2020 US election.
● We prioritised the removal of demonstrably false or potentially misleading content
that has the highest risk of causing harm (e.g. “everyone should stop wearing
masks!” or’ drinking bleach will cure COVID-19’).
● In situations where the risks of harm associated with a Tweet are less severe but
where people may still be confused or misled, we label or place a warning on
tweets with disputed or potentially misleading information. We do so to provide
additional context in order to make it easier to find facts and make informed
decisions about what people see on Twitter. These labels will link to a
Twitter-curated page or external trusted source containing additional information
on the claims made within the Tweet. Tweets that are labeled under this policy
have reduced visibility across the service.
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Media literacy resource produced in partnership with UNESCO.

8. Please provide details of any advice and support to encourage parents or teachers to
talk to their children/ pupils about the opportunities and risks arising from their use of
the internet.
See previous sections
In Ireland we have participated in the Department of Education’s School Digital
Champions program for a number of years. Through this program we have spoken with
schools from around the country on important issues, such as media and information
literacy, and also the variety of careers available in the technology sector. Prior to the
pandemic we also hosted CoderDojo in Dublin, where students learned coding skills. We
have also provided resources such as laptops to CoderDojo to help facilitate this learning.
9. Please outline any additional activities or initiatives not detailed above that relate to
education and awareness-raising offered by your service or product.
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In addition to information submitted related to implementation of the ICT Principles, the
following supplementary information supplied in either written form or in discussion with
companies provides valuable context and information about the functioning and
effectiveness of child safety provision.
1. In respect of ICT Principle 1, that companies should “continue work to provide
innovative solutions able to support child safety protection tools and solutions”, please
elaborate on company investment in child safety measures, including research.
Elaborate also, where possible, on planned future implementations.
2. Any further data that companies may be able to provide regarding the functioning of
child safety features would be an extremely valuable outcome of this assessment.
Where possible, please provide any available summary data in respect of the following
elements. (Stipulate where data should only be presented in anonymised form).
Take up or frequency of use of parental control tools on your product or service?
Incidence of reporting use/misuse, categorization and frequency of reports on your
product or service? How many? By whom? Which problem?
Kinds of actions taken by the provider for different categories of reports. What was the
outcome?
How do you evaluate the effectiveness of response to reports?
Privacy settings: the percentage of children who have private profiles, and those who
have changed default privacy settings (and how/what did they change), by age, gender
and country
Use of location-based services by children
Take up and use of education and awareness raising activities undertaken for your
product or service?

3. Please detail any additional measures adopted to evaluate the effectiveness of child
safety features.
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