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Introduction
Notes/instructions on completing this template
● Please complete all sections and all questions as far as possible
● Where a question or section is not applicable, please mark as N/A
● Where is overlap – or no change – to information previously submitted in company
statement of commitments, please simply enter “refer to self-statement”
● URLs or screenshots (with links) are particularly useful in illustrating individual points
● Please add any additional information/data relevant to the submission at the end of the
appropriate Principle

1. Name of the company on whose behalf this submission is made:
Google Ireland Limited
2. Country or primary markets where products/services are offered (in EU) to which this
submission applies In which European markets does your company operate
EEA, Switzerland and UK
3. Product(s) or services included within the terms of this submission
Google suite of products including: Google Search; Google Assistant; Google Play; Google
Family Link; Google Workspace for Education; YouTube and YouTube Kids
4. Nature of activity
☐ Manufacturers of desktop and laptop computers, mobile phones, tablets, TV set top
boxes and gaming consoles
☐ Network operators and connectivity providers
☒ Online content provider
☒ Online service provider
☐ Other (please specify): ......................................................................
5. Person(s) completing the report
Name: Emily Cashman Kirstein
Position: Child Safety Manager
Email: eckirstein@google.com
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Principle 1 – Content
Commitments
Signatories should:
• Indicate clearly where a service they offer may include content considered not to be
appropriate for children and display prominently options which are available to control
access to the content. This could include, where appropriate for the service, tools to
manage access to certain content, advice to users or a recognised system of content
labelling.
• Display prominently and in an easily accessible location the Acceptable Use Policy, which
should be written in easily-understandable language.
• State clearly any relevant terms of service or community guidelines (i.e. how users are
expected to behave and what is not acceptable) with which user generated content must
comply.
• Ensure that reporting options are in the relevant areas of the service.
• Provide notice about the consequences for users if they post content which violates
terms of service or community guidelines.
• Continue work to provide innovative solutions able to support child safety protection
tools and solutions.

1. Do you provide a mechanism for consumers to provide feedback, report an issue or
file a complaint about the appropriateness of a piece of content?
☒ Yes
☐ No
☐ Not applicable (please explain): .............................................................
If yes, please provide details:
Google has content policies and reporting mechanisms in place across our products to
foster a positive experience for all of our users, in addition to specific policies that reflect
the special consideration needed to facilitate appropriate online experiences for children.
We have a dedicated page to report inappropriate content or behaviour toward children.
Specifically, this resource outlines how to report child sexual abuse imagery, bullying or
harassment, and other inappropriate content or behavior toward children across Google
products. Of course, Google also respects local laws. When we receive complaints to
remove allegedly illegal content, we review the complaint carefully and take appropriate
measures, if necessary. Legal removal requests can be submitted to Google (including
YouTube) via this webform.
Examples of our processes for reporting, providing feedback and filing a complaint
include:
YouTube
YouTube Community Guidelines flagging system enables users to alert us to content that
potentially violates our YouTube Community Guidelines. We have also developed a
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“Trusted Flagger” program to help encourage submissions of multiple high-quality flags
about content that potentially violates our Community Guidelines. We review items that
have been flagged against all of our Community Guidelines and remove content globally if
it’s in violation of our Community Guidelines. We also offer legal complaint mechanisms
within different jurisdictions. In Germany, for example, users can submit legal complaints
for alleged child endangering content (sexual content, violence, etc.) also through a
dedicated webform that is available next to the content they want to report and also via
the legally required contact section.
Google Play
Users can report content issues or violations of our Developer Program Policy on Google
Play, including inappropriate content, comments, and reviews. For example, users can go
to the detail page for an app or game, tap “More,” and then “Flag as inappropriate,”
choose a reason and submit. Users can also use a dedicated form to report issues specific
to family related content.
Search
We carefully developed content policies for Google Search – both organic search results
and Search features – to address problematic content while also maximising access to
information.
If users have SafeSearch turned on to block explicit content and they still find this type of
content, we have a tool where they can report it.
We recently implemented a new policy for kids, teens, and families that gives minors
more control over their images in Google Search. Under this new policy, anyone under the
age of 18, or their parent or guardian, can request the removal of their images from
Search results, following a few simple steps. This means these images won’t appear in the
Images tab or as thumbnails in any feature in Google Search.
If users are unable to have a website remove sensitive personally identifiable information,
they can submit a request to remove this content from Search in accordance with our
policy guidelines.
2. Do you offer a means for restricting / blocking access to potentially inappropriate
content for users of your service or product?
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☒ Yes
☐ No
☐ Not applicable (please explain): .............................................................
If yes, please provide details of mechanisms in place:
Google strives to offer controls that keep parents in the driver’s seat of what’s right for
their families and reflect appropriate experiences for children as they grow. We provide
below some relevant examples across our products, including Family Link, YouTube,
SafeSearch and Google Play.
Family Link
Google offers parental tools to families through Family Link. Family Link is a downloadable
app, now available by default in the latest Android operating system and Chromebooks,
that helps parents stay in the loop as their child explores the internet on a compatible
device. The app lets parents set digital ground rules for their family - like managing the
apps their child can use, keeping an eye on screen time, or setting a bedtime and daily
limit for their child’s device. Parents can also manage settings such as SafeSearch, Google
Chrome website restrictions, and filters for their child’s browsing experience in the Google
Play Store.
YouTube Kids, supervised experiences and YouTube
On YouTube, we have created dedicated product experiences that take into account the
varying ages, capacities and development of children and support the different rights at
stake, including children’s right to privacy, access to information and play, and freedom of
expression.
In 2015, we created YouTube Kids as a way for kids to more safely explore their interests
and curiosity while providing parents more tools to control and customise the experience
for their families. Because each child is unique, we also give parents the ability to fully
customise what their kids watch. For example, parents can block a video or channel, can
handpick which videos to make available for their kids, and also have an option to only
allow content selected by trusted partners such as UNICEF.
As of March 2021, parents using Family Link can also create a supervised experience for
their child on our main YouTube service for children under the age of consent. This allows
the parent to choose from three content settings based on developmental
appropriateness. Functions like chat and video uploading are also restricted to ensure a
safer experience.
On our main YouTube service, our YouTube Community Guidelines set out clear categories
of content that are excluded from the platform and categories of content that are subject
to age restriction and can only be accessed by users over the age of 18. These policies
apply to videos, video descriptions, comments, live streams, and any other YouTube
product or feature.
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SafeSearch - Search, Workspace for Education and Google Assistant
We also set policies to prevent children’s access to explicit content on Google Search.
Explicit results include sexually explicit content like pornography, violence, and gore.
SafeSearch is the default setting for Family Link supervised users and users that we
understand to be under the age of 18. SafeSearch is also default on students under the
age of 18 on Google Workspace for Education accounts, and children cannot override this
setting.
On Google Assistant-enabled speakers and displays, SafeSearch is on by default for all
Assistant responses to user queries, and for all web page results on smart home displays.
We also offer settings so users can make choices with regard to the availability of video
and music services on these devices, as well as decide whether or not to allow availability
of news, podcasts, calls, answers from Google Search and third party actions. YouTube
restricted mode settings are also available for these devices. Actions on Google Assistant
let users get things done through a conversational interface, such as a quick command to
turn on some lights or a longer conversation, like playing a trivia game. Any actions that
are targeted to children must participate in the Actions for Families program, which
imposes additional content and privacy restrictions and is only open to developers who
have demonstrated the ability to create family-friendly experiences.
Google Play
Additionally, all apps on Google Play are vetted for compliance with Play policies to help
support the experience of all users. Through the Play Families Policy and Designed for
Families Program, we have additional policies in place to help ensure that apps that are
targeted to children include content that is appropriate for children. Google Play also
restricts access to 18+ rated apps for users we understand to be under 18.
All apps on Google Play are also required to provide accurate responses to the rating
questionnaire provided by the independent International Rating Authority Coalition
(IARC). Those questionnaires are then used by regional rating agencies to apply content
ratings to apps. Since they are independent third-party rating authorities, each rating
authority uses their own methodology to assign ratings. We rely on developers to answer
IARC questions honestly and accurately in order to get an appropriate rating. Parents can
use parental controls to restrict content that can be downloaded or purchased from the
Play Store. Controls are set based on content maturity, determined by the IARC ratings.
Ratings get translated into the respective ratings of the jurisdiction at hand, e.g. the
Entertainment Software Rating Board (ESRB) for North and South America, the Pan
European Game Information (PEGI) for Europe and the Middle East or the
Unterhaltungssoftware Selbstkontrolle (USK) for Germany.
3. Do you provide any information, educational resources or advice for users in any of
the following areas?
(tick as many as apply)

6
Implementation of the ICT Principles

ICT Coalition for Children Online

☒ Content classification or labelling guidelines
☒ How to block or restrict access to content
☒ How to report or flag content as inappropriate
☒ Safe searching
☒ Information about your company’s content policy in relation to children
☐ Not applicable (please explain): .............................................................
If yes, please provide details including the format of any material provided (video, text,
tips, games, FAQs, etc.):
Our goal is to ensure that children and families have the information and tools they need
to learn and explore safely. Our Family Hub contains useful information to support
families make the best use of technology and use our products in a way that is safe and
meets their family needs. In addition to offering guidance on Google’s products, we offer
information on how to report inappropriate content or behaviour towards children.
Google Play also details its age-based ratings and rating standards by country-region in
the Help Center.
Some useful educational and information resources for users include:
● Family Link offers parental controls and helps guide parents to set digital ground
rules for families.
● YouTube Supervised Experiences allows the parent to choose the right content
setting for their children. In addition to our YouTube Community Guidelines, we
have specific content policies that apply specifically for young viewers in a
supervised experience. These generally align with TV and movie and were further
informed by consulting with various external specialists in child development,
children’s media, digital learning, and citizenship.
● The YouTube Kids app is designed to be a safer and simpler place for kids to
explore their interests through online video. This separate app is a filtered version
of YouTube and has a much smaller set of channels and videos available than the
YouTube app and website with content that follows our quality principles, and our
YouTube Kids policies.
● This Help Center page also provides more information on SafeSearch, including
turning SafeSearch on or off, managing settings, reporting explicit content, etc.
● We also have made information available on our policy whereby minors can
request removal of their images. A Help Center page and reporting tool is
available here.
● This Google Play help page provides parents more information on how to set up
parental controls on Google Play, which enables them to restrict access to certain
content.
4. Where is your company’s Acceptable Use Policy (AUP) located?
There is a link to product specific Terms of Service and/or Community Guidelines on every
page of our services.
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5. Does the AUP or separate give clear guidelines with which user generated content
must comply (including details about how users are expected to behave and what is not
acceptable)?
☒ Yes
☐ No
☐ Not applicable (please explain): .............................................................
If yes, please identify relevant policy:
Google’s Terms of Service (TOS) outline what is expected from all of our users, including
behaviour toward others. We want to maintain a respectful environment for everyone,
which means users must follow basic rules of conduct, including compliance with
applicable laws, respecting the rights of others, and not abusing or threatening to harm
others.
In addition to our TOS, we have specific content policies for specific services to which we
link from the TOS. Google Play, for example, directs app developers to ensure their
products comply with a number of policies, including content policies specific to child
endangerment, inappropriate content, and illegal activities. Google Assistant’s policies for
developers impose similar requirements. Users of Google Drive, Docs, Sheets, Slides,
Forms and new Sites must abide by abuse program policies, which prohibit such actions
as bullying and harassment, distribution of sexually explicit material, and any dangerous
or illegal activities.
In our YouTube TOS, the Community Guidelines describe how we protect the YouTube
community while giving creators the freedom to share a wide range of experiences and
perspectives. These guidelines outline the types of content that are not allowed on the
platform and explains how content that violates those Guidelines is managed. These
policies apply to all types of content on the platform, including videos, comments, links,
and thumbnails.
6. Do you provide notice about the consequences for users if they post content which
violates terms of service or community guidelines?
☒ Yes
☐ No
☐ Not applicable (please explain): .............................................................
If yes, please identify relevant policy:
Google’s Terms of Service detail what steps may be taken should the Terms be violated.
This includes Google reserving the right to remove content and/or suspend or terminate a
user’s access to Google services. The Terms also link to service-specific additional terms or
policies for other Google products. As examples, the abuse program policies page for
Google Drive, Docs, Sheets, Slides, Forms and new Sites includes information about policy
enforcement, as does the Google Play content policy pages.

8
Implementation of the ICT Principles

ICT Coalition for Children Online

YouTube provides a detailed video explanation of how it enforces its Community
Guidelines, in addition to written guidance on how it detects and takes action on
violations of those Guidelines in the YouTube TOS and several help pages. YouTube
generally follows a three-strike policy whereby a user’s account will be terminated after
three account strikes in a 6 month period. The Community Guidelines Strikes Basics page
explains this policy in more detail, along with what users should do if they receive a strike.
The Community Guidelines page also details how content that doesn’t violate Community
Guidelines but may not be appropriate for children is actioned and restricted.
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Principle 2 – Parental Controls
Commitments
Signatories should assist parents to limit their children’s exposure to potentially inappropriate
content and contact.
● Manufacturers should optimise hardware design to provide products which simply and
clearly help parents to set appropriate levels of control on devices.
● Network providers should provide necessary tools and settings across their services to
enable parents to set appropriate levels of control.
● Service and content providers should make available the necessary tools and settings
across their services to enable parents to set appropriate levels of control

1. Please outline the availability of any parental control tools and settings across your
product or service that allows parents to set appropriate levels of control? Include
relevant links/ screenshots where available:
Our Family Hub provides information for families to navigate all of the options they can
utilise across Google products - detailing everything from parental controls to shared
family accounts. When it comes to parental controls, our goal is to keep parents in the
driver’s seat of what’s right for their families and reflect appropriate experiences for
children as they grow.
As detailed in the previous section, Google offers parental controls to families through
Family Link. Family Link is a downloadable app, now available by default in the latest
Android operating system and Chromebooks, that helps parents stay in the loop as their
child explores the internet on a compatible device. Family Link allows parents and carers
to:
● Guide children to good content by giving them the ability to approve/block apps;
● Set up time limits overall or for certain apps;
● Set bedtimes, after which the device will lock;
● Locate their children if they are carrying their device; and
● Supervise their child’s use of Assistant devices.
YouTube Kids also offers a number of parental controls and settings including the ability to
block content, select content settings, turn search off, clear or pause search and watch
history, amongst others. For example, parents can block a video or channel, can handpick
which videos to make available for their kids, and also have an option to only allow
content selected by trusted partners like UNICEF.
As of March 2021, parents using Family Link can also supervise their child’s experience on
YouTube. This allows the parent to choose from three content settings based on
developmental appropriateness and turns off personalised advertising within the
experience, irrespective of what children watch. Functions like chat and video uploading
are also restricted to ensure a safer experience. If a parent sets up a supervised
experience for their child’s Google Account, they can set the content setting for their
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child, block channels, pause or clear search and watch history, review the child’s watch
history, manage screen time limits.
Additionally, SafeSearch, which filters out explicit material from Google Search results, is
the default setting for any children on a Family Link account and for any users we
understand to be under the age of 18. It is also set on Google Workspace for Education
accounts, and children cannot override this setting. In the coming months, we’ll turn
SafeSearch on for existing users under 18 and make this the default setting for teens
setting up new accounts.
Parents can also set up parental controls on Google Play to help restrict access to certain
content, as detailed in the Help Center. Parents can choose to restrict what content can
be downloaded or purchased from Google Play based on maturity level. These controls
can be put in place for supervised accounts through Family Link, or can be put in place on
a device for users who manage their own accounts.
2. . If applicable, please describe the features offered by the parental controls? E.g.
restricting web access, customization, monitoring, other restrictions…..
See response to previous question.

3. In relation to parental controls, which of the following educational and information
resources do you offer?
(tick as many as apply)
☒ Company policy in relation to use of parental controls
☒ Guidance about how to use parental controls
☒ Educational or awareness-raising resources about the use of parental controls
☐ A promotional or marketing channel for the uptake of parental controls
☐ External links to educational material/resources about the use of parental control
Please see relevant links to our Family Hub and specific product links such as Family Link ,
YouTube Supervised Experiences, YouTube Kids, and Google Play. Google Play and Google
Search also offer Parental and Family Guides.
For YouTube Kids, we have a dedicated section on our website outlining parent resources.
These offer guidance, education and resources for parents on how to best utilise these
services for their families, including Frequently Asked Questions. Further, we have
developed materials to guide parents in the support they can provide to their children.
For example, YouTube recently published the guide “Exploring YouTube Confidently: A
family guide to supervised experiences”, which was developed in collaboration with PTA,
ParentZone UK, and The Net Safety Collaborative. The guide helps parents better
understand YouTube Supervised Experience and the controls they can use, and provides
helpful tips on how to talk to children about the content they watch, the time they spend
online and how they can use the privacy controls we offer. YouTube also publishes videos
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to increase parental awareness about the supervision tools we offer. For example, we
developed a video on viewing options for Families
YouTube also maintains a comprehensive Help Centre, which provides relevant
information for parents and children, including resources that help them understand their
choices as a family.
4. Please outline any additional safety tools or solutions not detailed above that relate
to parental controls, including any planned implementation of new features or
procedures?
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Principle 3 – Dealing with abuse/misuse
Requirements
Signatories should:
● Provide a clear and simple process whereby users can report content or behaviour
which breaches the service’s terms and conditions.
● Implement appropriate procedures for reviewing user reports about images, videos,
text and other content or behaviour.
● Provide clear information to users on all available report and review procedures.
● Place and review regularly links to these reporting options in appropriate areas of the
service (e.g. where users view user-generated content or interact with other users)
and provide guidance on what to report.
● Place links to relevant child welfare organisations or specialist providers of advice
(e.g. about anorexia or bullying) and other confidential helplines/support services in
appropriate areas.
● Ensure that moderators who review user reports are properly trained to determine
or escalate content or behaviour presented to them

Top of Form
1. Please provide details of company policy relating to abuse and misuse (involving
images, videos, text and other content or behaviour) on your product or service.
Google’s mission is to organise the world’s information and make it universally accessible
and useful. We believe this mission is all the more important during a global pandemic
where access to information is critical. This is true for all users, but especially for children
who use Google’s services to learn, explore, and stay connected with friends and loved
ones. We have clear policies, community guidelines, and abuse enforcement across our
services to deal with illegal content as well as content that is violative of our policies and
terms of services. We consider this especially important for our youngest users who
deserve safe and positive online experiences free from abuse.
For example, as detailed in the previous section, YouTube has robust Community
Guidelines and mechanisms in place to monitor compliance, which include a combination
of automated technology and user reporting tools. An example of one of YouTube’s
Community Guidelines relates to Harassment and Cyberbullying. This policy outlines how
content that threatens individuals is not allowed on the platform, offers a video showing
examples of policy violations, and explains what happens when the policy is violated.
2. Please describe the process or mechanism available for users to report abuse/misuse
(involving images, videos, text and other content or behaviour) on your product or
service).
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As detailed in previous sections, Google has comprehensive content policies and reporting
mechanisms in place across our products to foster a positive experience for all of our
users, in addition to specific policies that reflect the special consideration needed to
facilitate appropriate online experiences for children. These include YouTube flagging
system and our Trusted Flagger program as well as Google Play report content issues or
violations of our Developer Program Policy.
On Google Search, we take illegal and policy violative content seriously. For these
reasons, we provide a number of options for users to report content or behaviours to us.
These include:
● A reporting tool for content that individuals may believe violates the law or their
rights, such as Right to be Forgotten requests to delist information per European
data protection laws; intellectual property issues, such as copyright infringement,
circumvention, etc.; and other legal issues, including court-ordered removals and
child sexual abuse material.
● Reporting tools for requesting to remove personal information from Search,
including:
○ Non-consensual explicit imagery
○ Involuntary fake pornography
○ Content from sites with exploitative removal practises
○ Select financial, medical, and national ID information
○ “Doxxing” content (i.e. content that exposes contact information with the
intent to harm)
○ Images of minors
● A reporting tool for flagging spam, paid links, or malware
Further, we’ve carefully developed content policies for Google Search – both organic
search results and Search features – to address problematic content while also
maximising access to information.
3. Where is the reporting button/ mechanism located?
(tick any that apply)
☒ On each page of the website/service
☒ Close to the point where such content might be reported
☒ In a separate location such as a safety page
☐ In a browser extension
☐ In a separate app for a connected device
☐ Other (please specify): .......................................................

4. Who may use such a reporting mechanism?
(tick any that apply)
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☐ Only registered user/profile in which content is located
☐ All registered users of the product/service?
☒ Everyone including non-users, e.g. parents/teachers who are not registered for the
service
☐ Other (please explain): .......................................................

5. Which of the following kinds of content can users report?

Across Google and YouTube, users can report content that may violate our Community
Guidelines and/or content that may be inappropriate or illegal (see detailed response in
Question 2). The exact mechanisms to report may look different in each product.

6. Which of the following information do you provide to users?
(tick any that apply)
☒ Advice about what to report
☒ Advice about how to make a report
☒ Pre-defined categories for making a report
☒ How reports are typically handled
☒ Feedback to users
☒ Other website/external agency for reporting abuse/ misuse content?
☐ Other (please specify): ..............................................

7. Please provide details of any other means, in addition to a reporting button/icon, to
report content or behavior which breaches your service’s terms and conditions
[Please provide details including links or screenshots as relevant]
As detailed in previous responses, Google products offer features to report abuse or
misuse within the products themselves, and the mechanisms may look different in each
product. Additionally, our Help Center offers product-specific guidance.
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8. Please outline briefly any other procedures or programs offered by your service not
detailed above that relate to abuse /misuse,
Our policy against dangerous content on Google Search is another example of our
proactive work to combat abuse and misuse. We don’t allow content that could directly
facilitate serious and immediate harm to people or animals. This includes, but isn't limited
to, dangerous goods, services or activities, and self-harm, such as mutilation, eating
disorders, or drug abuse.
For example, we’ve worked to improve the visibility of authoritative information for
suicide-seeking queries, such as national hotlines and text services, in search results for
queries that indicate a high intent of self-harm. Examples of national hotlines that are
elevated in search results include SOS Amitié in France, TelefonSeelsorge in Germany, and
Teléfono de la Esperanza in Spain.
Bottom of Form
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Principle 4 – Child Sexual abuse content or illegal
contact
Requirements
Signatories should:
● Co-operate with law enforcement authorities, as provided for in local law, regarding
child sexual abuse content or unlawful contact.
● Facilitate the notification of suspected child sexual abuse content to the appropriate
law enforcement channels, in accordance with existing laws and data protection
rules.
● Ensure the prompt removal of illegal child sexual abuse content (once it has been
confirmed as illegal by the relevant public authority) in liaison with national law
enforcement.
● Provide relevant additional information and/or links to users so they can make a
report or obtain information about appropriate agencies or organisations that users
can contact about making a report or obtaining expert advice, at national and EU
level (e.g. law enforcement agencies, national INHOPE hotlines and emergency
services).

1. Which of the following mechanisms are provided on your product or service to
facilitate the notification or reporting of suspected child abuse content?
(tick any that apply)
☐ Company-own hotline reporting button or telephone number
☒ Link or button for external national or regional INHOPE hotline
☐ Emergency services
☐ Law enforcement agency
☐ Other external agency (please specify): ............................................................

2. Please outline briefly the procedures to be followed if illegal content were to be
discovered on your service.
Google has been committed to fighting child sexual abuse and exploitation on our
services since our earliest days. We devote significant resources—technology, people, and
time—to preventing abuse, detecting and reporting abuse content, and to collaborating
globally. Our Protecting Children site provides the most comprehensive and up to date
information on our approach to fighting CSAM.

3. Do you provide links to any of the following to enable users gain additional
information in relation to child sexual abuse content or illegal contact?
(tick any that apply)

17
Implementation of the ICT Principles

ICT Coalition for Children Online

☒ Links to relevant child welfare organizations/specialist providers of advice
☒ Other confidential helplines/support services
☐ Law enforcement agencies
☒ INHOPE
☐ Other (please specify): ……………..

This is an example of the information that we provide in a growing number of European
markets, highlighting reporting resources and helplines in response to queries that we
believe to be seeking CSAM.
4. Please outline briefly any additional procedure in place within your company not
detailed above to ensure that you comply with local and/ or international laws with
regard to child sexual abuse and other illegal content?
Our Protecting Children site provides the most comprehensive and up to date information
on our approach to fighting CSAM.
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Principle 5 – Privacy and Control
Requirements
Signatories should:
● Manage privacy settings appropriate for children and young people in ways that
ensure they are as safe as is reasonably possible.
● Offer a range of privacy setting options that encourage parents, children and young
people to make informed decisions about their use of the service and the
information they post and share with others online. These options should be easy to
understand, prominently placed, user friendly and accessible.
● Take steps, where appropriate and in accordance with legal obligations, to raise user
awareness of different privacy controls enabled by services or devices and enable
users to use these as appropriate.
● Make reasonable efforts to raise awareness among all parties, service, content,
technology and application providers, including public bodies, of industry good
practice in relation to the protection of children and young people online

1. Please provide details of your company’s published privacy policy in relation to
access, collection, sharing and further use of data from minors under the age of 18
when utilizing your product or service?
Protecting the privacy of our users and giving users control over their data is a top priority
for Google, in particular when it comes to the young users. For example, we have extra
safeguards to prevent age-sensitive ad categories from being shown to teens, and we
block ad targeting based on the age, gender, or interests of users that we understand to
be under 18 in Europe.
All information about the processing of users’ data is included in our Privacy Policy and
our other transparency resources. Our Privacy Policy is signposted to the user when they
create their Google Account and is always available on the YouTube platform.
We have taken care to ensure that the relevant documents and information are presented
in a way that is easily understood by our users and have created resources in different
formats depending on the age of the user. We include illustrations, animated videos, and
explanations to emphasise key concepts and direct users to key privacy controls.
Over the last 12 months we have carried out extensive research and testing with children,
teachers and parents and have developed new resources, in addition to our existing
Privacy Policy and transparency resources addressed to parents, to help children better
understand our privacy practices
While our Privacy Policy already includes audiovisual resources, snippets with definitions
of key terms, and other resources to facilitate comprehension, we have launched a new
dedicated Teen Privacy Guide to help teens between 13 and 17 better understand key
questions about data practices on our platforms. The language used is specifically tailored
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to the teen age and the guide uses a Q&A format, which our research showed resonates
better with children and teen users. The information is concise and broken down into four
key sections, and each section is subdivided into small pieces to maximise comprehension
and facilitate navigation through the page. We have added graphics to capture attention
and bolster engagement and links to additional information and other helpful resources,
such as the controls we offer for users to adjust how we process their personal
information.
We have also launched a new Family Link Privacy Guide for Children and Teens to help
young users better understand key aspects about the processing of data by Google and
the supervision tools available to parents as part of Family Link. We provide three versions
of this resource; each of them tailored to a different age band to bolster comprehension
(ages 6-8, 9-12, and 13-17). We have also built a tool at the top of the page so that
children and parents can select the specific version they would like to review. This tool
considers that children may have different capacities and comprehension levels regardless
of their age, and they —or their parents— may want to choose a different version
regardless of whether they belong to a particular age group. The language of each version
has been adapted to the specific age-band based on the research we have undertaken
and we include specific guidance for children to reach out to their parents in particular
situations. The guide also uses a Q&A format and is concise and divided into sections to
facilitate comprehension.
We have introduced additional bite-sized notices, created with an eye towards improving
comprehension. These additional notices complement the existing in-product notices. We
use them to explain key concepts and we deliver them at the most opportune moment
when users interact with the services. For example, we provide a bite-sized notice the first
time the user taps to make a public comment reminding them that anyone can see what
they write and reminding them to avoid sharing personal information and to adhere to
the community guidelines.
Your Data in YouTube is a tool that provides information about the processing of data by
the product and the controls offered to users using simple language and visuals. We
provide this tool for all users and we have introduced adaptations to this tool and created
a version for children under 13 and another version for children between 13 and 17
years-old. The tool provides bite-sized information about key aspects and the language
has been adapted to children and teens based on the research undertaken.
We also provide a YouTube Kids Notice for Children that provides information about the
processing of data by the YouTube Kids product and the supervision tools that parents can
use as part of YouTube Kids.
Workspace for Education also has specific data privacy policies. There are no ads shown in
Google Workspace for Education (GWFE) core services, and none of the personal
information collected in the core services is used for advertising purposes. Also, while we
may show ads in Additional Services on GWFE, we don’t show personalised ads if the user
is under 18 years old.
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2. Are distinct privacy settings deployed to prevent access to information for users
under the age of 18?
☒ Yes
☐ No
☐ Not applicable (please explain): ......................................................
If yes, please briefly outline available age-appropriate privacy settings (Provide details
including relevant links/ screenshots on your website)
We understand the importance of protecting the privacy of children and put in place
strong privacy protections for all users. Our policies don’t allow children under the age of
consent to create a standard Google account, directing them to a Family Link supervised
account.
In addition, we have implemented additional protections to Google Accounts for people
under 18. Details can be found in our blog post linked here. These include, for example:
● Changing the default upload setting on YouTube to the most private option
available for teens between the age of consent and 17. You can learn more about
these changes on the YouTube Blog.
● On Google Search, our recently launched Minor Image Removals policy allows
minors or their parents to request their image to be removed from Search results.
This puts protection and privacy directly in our users' hands, ensuring everyone
has the tools to prevent abusing children's likeness.
● Location History is already turned off by default for all user accounts. Children with
supervised accounts do not have the option to turn Location History on. We’ll
soon extend this to users under the age of 18 globally, meaning that Location
History will remain off without the option to turn it on.
● We’ll be expanding safeguards to prevent age-sensitive ad categories from being
shown to teens, and we will block ad targeting based on the age, gender, or
interests of people under 18. These changes are already implemented in Europe.
Please identify default settings for each age category of under 18s, as relevant:
See above.
Please identify any steps you have taken to ensure that these settings are easy to
understand, prominently placed, user friendly and accessible.
See above.
3. Where are users able to view and change or update their privacy status?
tick any that apply)
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☐ On each page of the website/service
☒ At each point where content may be posted
☒ In separate location such as a settings/safety/privacy page
☐ In a browser extension
☐ In a separate app for a connected device
☐ Other (please specify): .........................................................
[Please provide details including links or screenshots as relevant]
We provide a number of resources and tools for users to understand and change their
privacy settings, including :
● Google Account. A user’s Google Account is central location to view and manage
their personal information.
● Privacy and Security Checkups. Additionally, we provide a Privacy Checkup and a
Security Checkup. The Privacy Checkup walks users through their privacy settings
to keep users informed about how their data is being used and how to exercise
their rights and allows them to revise their choices.
● Your Data in YouTube. Within the YouTube service, users can access Your Data in
YouTube, a resource that provides further information about the processing of
data by the product and the controls users have to manage their personal
information. As explained above, we have created two different versions of this
resource for children; one for users under 13 and another one for users from 13 to
17.
● Privacy form. Users can also directly contact Google through our privacy form. A
specific privacy support team is dedicated to responding to user queries, including
on how to exercise their rights.
● Family Link. In the Family Link Privacy Guide for Children & Teens, we explain in
age appropriate terms how account settings are managed and how they can learn
more.
4. Which of the following information, resources or help features (if any) are provided to
encourage users to make informed decisions about their privacy or the information they
share?
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☒ Tips/advice to users at the point of setting privacy options
☒ FAQs
☒ Help or educational resources in a separate location of service
☐ Links to any external NGO agencies offering education or awareness-raising related to
privacy
☐ Links to governmental or EC agencies (Office of Data Protection Commissioner, ENISA
etc.) in relation to privacy and data protection
☐ Other (please specify): ......................................................
Please refer to answers in Question 1 of this section.

5. Please outline briefly any additional policies or activities (existing or proposed), not
detailed above, to ensure that personal information is protected, using reasonable
safeguards appropriate to the sensitivity of the information.
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Principle 6 – Education and Awareness
Requirements
Signatories should:
● Educate children and young people and give them up to date information to manage
their access and settings in relation to content, services and applications, adding
support where possible to existing initiatives and partnerships.
● Provide advice about features of the service or functionality that are available to
allow parents to improve the protection of children, such as tools to prevent access
to certain types of content or service.
● Provide links to other sources of relevant, independent and authoritative advice for
parents and carers, teachers, and for children.
● Provide access to information that will help educate parents, carers, teachers and
children about media literacy and ethical digital citizenship, and help them think
critically about the content consumed and created on the internet.
● Encourage parents and teachers to use this information and talk to their
children/pupils about the issues arising from the use of online services, including
such topics as bullying, grooming and, where relevant, cost management

1. Does your company provide its own educational resources aimed at any of the
following groups?
☒ Younger children, i.e. under 13s
☒ Teenagers <18s
☒ Parents and carers
☒ Teachers and other adults
☐ Others (please specify): ................................................

2. Which of the following topics are included within your own company educational
materials?
(tick any that apply)
☒ Online safe behaviour
☒ Privacy issues
☒ Cyberbullying
☒ Download and copyright issues
☒ Safe use of mobile phones
☒ Contact with strangers
☐ Other topics (please specify) ................................................
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3. With reference to any educational material you provide, which of the following
methods do you use?
(tick any as apply)
☒ Documentation provided with product/contract on purchase/first registration
☐ A required presentation by salesperson completing sale
☐ Displays/leaflets positioned prominently in stores
☐ Notification by email / on-screen statement / other means when product or contract is
purchased or first registered
☒ Prominent notifications, resources or pop ups on website
☐ Helpdesk (telephone or online)
☒ Other (please specify): Media literacy initiatives, Help Centres

4. Please provide details of any links to other external organisations, or relevant,
independent and authoritative advice for parents/carers, teachers, and for children?
Google shares tools and knowledge about online safety with other companies, and works
with individuals and website owners to help make the web safer and more secure for
everyone, including children. We also work with experts in online security and family
safety to help provide advice and resources for families. Examples of these partners
include Parent Zone, Connect Safely, the Family Online Safety Institute, and the National
Center for Missing & Exploited Children. We link out resources from these partners in our
Safety Center.
YouTube’s recently published “Exploring YouTube Confidently: A family guide to
supervised experiences” offers parents and carers a number of tips to help families
explore YouTube confidently. This guide was created in partnership with ParentZone, the
National PTA, and Net Family News. As part of that guide, we link out to a number of
outside resources from trusted organisations like Common Sense Media, Webwise, and
Internet Matters.
We also work extensively with local NGOs in Europe to provide parents with relevant and
helpful information. For example, in Germany we collaborated with FSM, fragFINN,
klicksafe, Deutschland sicher im Netz, Nummer gegen Kummer, and eco to launch
Google's Family Hub that offers tips for parents from Google and the partners about
online safety and digital literacy.
5. Please provide details of any campaigns, or active involvement in industry
partnerships on specific topics to raise public awareness of digital safety for children
and young people?
Google often partners with industry on issues related to child safety. Our active
membership in organisations like the Technology Coalition and the WePROTECT Global
Alliance are just two examples of those partnerships.
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During the COVID-19 pandemic, Google also joined Microsoft, Facebook, Twitter, Roblox
and Snapchat in a partnership with the End Violence Against Children Fund to develop a
new campaign to keep children safe online during an unprecedented time. The campaign
resources offered practical steps and resources for children and families navigating
questions and concerns they may have about increased time online. These resources
included platform-specific guidance and resources, along with videos outlining five steps
parents can take to help keep their children safe online.

6. Please provide details of any partnerships with NGO, civil society or other educational
agencies or campaigns to raise public awareness of digital safety for children and young
people.
Google often partners with NGOs, civil society, educators, parents, caregivers, and
children themselves to gather feedback and help inform our products, our approach to
age-appropriate content and design, and our efforts to promote digital safety and
citizenship.
One of the best examples of this is Google’s Be Internet Awesome program (referred to as
Be Internet Legends in Ireland and the UK), which was developed by Google in
partnership with iKeepSafe and The Net Safety Collaborative to enable families and
educators to learn to be safer online at home and in the classroom. With the help of these
experts, the program is designed to empower children to use the web more safely and
wisely. It includes “Interland,” an online game that teaches key lessons of Internet safety
through games, and a resource pack for teachers that includes lesson plans and activities,
as well as useful tips for parents. This program has been launched in a number of different
countries and languages in partnership with local NGOs. For example, Google partnered
with Fondazione Mondo Digitale and Altroconsumo on Vivi Internet, al meglio in Italy, and
with FAD on Ser Genial en Internet in Spain.
YouTube also partners with creators to develop educational content for children. For
example, we partnered with the YouTube creator Coyote Peterson to develop a video that
educates children about misinformation online.
On Google Play, we offer a Children tab featuring “Expert Approved” apps to help parents
find high-quality children’s content. The Expert Approved program uses teachers and child
education and media specialists to review apps against a global quality rubric to help
identify apps that are both enriching and entertaining. All apps in the program have also
been reviewed for compliance with our Play Families Policy and Designed for Families
program.

7. Please outline briefly any of your own company initiatives in media literacy and
ethical digital citizenship, designed to help children and young people to think critically
about the content consumed and created on the internet.
As detailed in the previous question, Google’s Be Internet Awesome program was
developed by Google in partnership with iKeepSafe and The Net Safety Collaborative to
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enable families and educators to learn to be safer online at home and in the classroom.
The program includes “Interland,” an online game that teaches the key lessons of internet
safety, a resource pack for teachers with lesson plans and activities, and useful tips for
parents.
The key lessons of internet safety focus on five fundamentals. In Ireland, for example,
these are called the Internet Legends Code:
● Be Internet Sharp: This fundamental encourages children to think before they
share and to understand how to share smartly.
● Be Internet Alert: This fundamental prompts children to “check it’s for real” and
offers tips on how to tell the difference between what’s real and what’s not.
● Be Internet Secure: This fundamental encourages children to “protect their stuff”
and to prioritise their personal privacy and security.
● Be Internet Kind: This fundamental urges children to respect one another, to stop
bullying in its tracks, and to treat others as they would like to be treated
themselves.
● Be Internet Brave: This fundamental prompts children to talk to a trusted adult
when they come across something they’re not sure about online.
As covered in other responses, we also provide useful resources to children and families
on how to navigate technology, make good use of our products and stay safe.
8. Please provide details of any advice and supports to encourage parents or teachers to
talk to their children/ pupils about the opportunities and risks arising from their use of
the internet.
See above

9. Please outline any additional activities or initiatives not detailed above that relate to
education and awareness-raising offered by your service or product.

In addition to information submitted related to implementation of the ICT Principles, the
following supplementary information supplied in either written form or in discussion with
companies provides valuable context and information about the functioning and
effectiveness of child safety provision.
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1. In respect of ICT Principle 1, that companies should “continue work to provide
innovative solutions able to support child safety protection tools and solutions”, please
elaborate on company investment in child safety measures, including research.
Elaborate also, where possible, on planned future implementations.
Google offers our cutting-edge technology free-of-charge for qualifying organisations to
make their operations better, faster, and safer. This includes Google’s Content Safety API,
which helps companies and non-government organisations classify and prioritise potential
abuse content for review. In the first half of 2021, partners like Facebook, Yubo, and
Safernet used the Content Safety API to classify over 6 billion images, helping them
identify problematic content faster and with more precision so they can take appropriate
action, including reporting it to the authorities when relevant. We also offer YouTube’s
CSAI Match, which is used by NGOs and companies like Reddit, Yahoo, and Adobe to help
them identify matches against our database of known abusive content so they can
responsibly action it in accordance with local laws and regulations. We have also funded
technical fellowships at organisations dedicated to fighting child sexual abuse like NCMEC
and Thorn.

2. Any further data that companies may be able to provide regarding the functioning of
child safety features would be an extremely valuable outcome of this assessment.
Where possible, please provide any available summary data in respect of the following
elements. (Stipulate where data should only be presented in anonymised form).
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Take up or frequency of use of parental control tools on your product or service?
Incidence of reporting use/misuse, categorization and frequency of reports on your
product or service? How many? By whom? Which problem?
Kinds of actions taken by the provider for different categories of reports. What was the
outcome?
How do you evaluate the effectiveness of response to reports?
Privacy settings: the percentage of children who have private profiles, and those who
have changed default privacy settings (and how/what did they change), by age, gender
and country
Use of location-based services by children
Take up and use of education and awareness raising activities undertaken for your
product or service?
----------------------Google and YouTube’s Transparency Reports provide a comprehensive overview of actions
taken around privacy, security, and access to information - including actions taken on child
safety.
Google’s Transparency Report offers a variety of information on actions and removals, and
includes a specific CSAM Transparency Report outlining our efforts to combat online child
sexual abuse material. This report details how many reports we’ve made to NCMEC,
provides data around our efforts across Google and YouTube, and shows how many
accounts are disabled for CSAM violations across our services.
In 2020, Google submitted 547,875 reports to NCMEC, which represented 4,437,853
pieces of content. A single report may contain one or more pieces of content depending
on the circumstances. This content could include, for example, images, videos, URL links,
and/or text soliciting CSAM. When CSAM is identified in a user’s Google account, we send
a CyberTipline report to NCMEC and may disable the account. Users are notified of the
account termination and are given the opportunity to appeal. In 2020, Google disabled
175,989 accounts.
YouTube’s Community Guidelines Transparency Report provides data about actions taken
on violative comments, channels, and comments, as well as the volume of user flags and
creator appeals of removal actions and reinstatements. Between July and September of
2021 we removed 1,986,073 (39%) videos for violations of our child safety policies. We
took action on more than 7 million accounts the first 3 quarters of 2021 when we learned
they may belong to a user under the age of 13; 3 million of those in Q3 alone as we have
ramped up our automated removal efforts.
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3. Please detail any additional measures adopted to evaluate the effectiveness of child
safety features.
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